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Installation Instructions

FTP software that supports SFTP is recommended, and the installation for WinSCP

has been provided for your convenience.

1. To install WinSCP for Windows, click here to start the download and proceed
with default settings.

2. You may also download other versions suitable to your operating system from

http://winscp.net.

Connecting to the DPOR SFTP Server

3. After installation, configure a new session in WinSCP.

4. Enter the IP address provided to you for DPOR's SFTP server in the "Host name”
field.

5. Enter the Username and Password provided to you by DPOR in the "User name"
and “Password” fields.

6. Click Login.
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http://dporweb.dpor.virginia.gov/static/winscpsetup.exe
http://winscp.net/

B, WinSCP Login |
Session Session
i Stored sessions Fie protocol:
Envirgnment
.- Directories SFTP -
S5H
Preferences Host name: Port number:
22
User name: Password:
Frivate key file:
[] Advanced options
| About. | | Languages Login

7. If this is the first time connecting to the DPOR SFTP server, WinSCP will warn

you that the server's host key is not found in the cache. Click Yes to proceed.

r‘nl"nl'arning ﬁ

The servers host key was not found in the cache. You have no guarantee that the server is the computer you think it is.

A

The server's saZ key fingerprint is:

If you trust this host, press Yes. To connect without adding host key to the cache, press No. To abandon the connection press Cancel.

Continue connecting and add host key to the cache?

[ ves || No || Cancel || Copykey || Hebp

8. Please read the Authentication Banner Notice and Warning. After you read and
understand, you can check “Never show this banner again” and then click
Continue to proceed.
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& Authentication Banner - _ ﬁ

Metice and YWaming -

This computer system is the property of the Commonwealth of Virginia
and is intended for authorized users only. By accessing and using this
system you are consenting to system monitoring for law erforcement
and other purposes. Unauthorzed use of this computer system may
subject you to State or Federal criminal prosecution and penalties.

[] Mever show this banner again Continue l ’ Help l i

9. Upon successful login, you will be at your / <root> directory. Find the folder

named ***_Root and double-click to open it.

- —
5. - I < —— - —
Local Mark Files Commands Session Options Remote Help
& MBS WP BB Default - i@
I -
| My documents L= i | a3 | T |/ <root> L B fat 4 | T
c:\ !
Name Ext Size Type Changed MName Exft Size Changed Rights Owner
& - Parent directory  12/13/2018 1:06:4... 12/17/2018 3:14:10...
. Downloads File folder 12/17/2018 1:.59:3..
) Fax File folder 2/9/2018 12:10:48 ..,
My Data Sources File folder 3/19/2018 12:42:0..
W My Music File falder 11/3/2017 12:53:4..,
=| My Pictures File falder 11/3/2017 12:53:4...
BM); Shapes File folder 1/16/2018 11:54:5...
Bl My Videos File folder 11/3/2017 12:53:4...
| Other File folder 12/18/2018 12:59:...
J Qutlook Files File falder 4/26/2018 11:00:2...
| Scanned Documents File falder 2/9/2018 12:10:39 ...
J Security File folder 3/1/2016 8:16:06 ...
J Snagit File folder 12/28/2017 10:07:...
&S Default.rdp 2,000B Remote Deskt.. 11/26/2018 3:33:3..
]| desktop.ini 4028 Configuration ... 9/24/2018 8:05:44 ..
4 | (1 | N (1 +
0Bof2403Bin0of 14 0Bof DBin Dof 1
«# F2 Rename EZ F5 Copy 3 F6 Move [ FT Create Directory 3< F8 Delete 7 F9 Properties W] F10 Quit
5 SFTPS 0:11:38
e = =
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10. There will be an "upload" and "download" folder to both send files to and
receive files from DPOR. You can send files by dragging and dropping them
into the “upload” folder, and to receive a file from DPOR, you can copy it from

the “download” folder.

/N - oot
Marne Ext S5ize  Changed Rights Owner
ti 12/17/2018 3:14:10...
. download 12/17/2018 3:14:10...
. upload 1271772018 3:47:37...

e You may delete files from the “download” folder after you have saved a
copy.
e You may create files in the “upload” folder, but you may not delete the

files you created. You may not create folders in the “upload” folder.

Sending files to DPOR

The most common thing you will do is send files to DPOR. You can send files by
dragging them from your computer into the upload folder. These instructions
assume you have already connected to the DPOR SFTP site and you are currently at
your / <root> directory.

11.Double-click on the "upload" folder.

12.Drag the file you want to upload from your computer into the "upload" folder

and click Copy Here. Make sure you drag onto the white space; do not place

the file onto the parent folder shortcut [ ) ] or you will get an error.
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13. At the Copy confirmation window, you can check “Do not show this dialog box
again” and then click Copy. You may see a Copy progress window if the file is

large. After the file is copied, it will appear in the upload folder.

r Al
Copy - - B |

Copy file 'vendor.csv’ to remote directony:

Transfer settings
Default transfer settings

[ Mew and updated file(z) onty
[] Transfer on background (add to transfer queus)

[7] Do not show this dialog box again

Transfer each file individualty

[ Transfer settings... |"] [

Copy

| | Cancel || Hebp
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Local Mark Files Commands Session Options Remote Help
8 PEe @S ER Defautt ML E
|
| My documents @E e fad 3] | T | upload ~E@FiE > e s e W
c I
Name Ext Size Type Changed Size Changed Rights Owner
. Parent directory  12/13/2018 1:06:4... 12/17/2018 3:47:37..
. Downloads File folder 12/17/2018 1:59:3..
. Fax File folder 2/9/2018 12:10:48 .., ‘_ii
(] My Data Sources File folder 3/19/2018 12:49:0... Move Here
W My Music File folder 11/3/2017 12:53:4.. T
B My Pictures File folder 11/3/2017 12:534... py Here
EM}r Shapes File folder 1/16/2018 11:54:5.. Abort
B My Videos File folder 11/3/2017 12:53:4...
. Other File folder 12/18/2018 12:5%
. Qutlook Files File folder
. Scanned Documents File folder
. Security
. Snagit 12/28/2017 10:07:...
¥ Default.rdp 11/26/2018 3:33:3..
3| desktop.ini Cenfiguration ... 9/24/2018 8:05:44 ..,
EL)vendor.csv 6B Microsoft Exce.. 12/18/2018 1:11:2..
4| 1 b 4 | 11} |
GBof 2409Bin 1of 15 DBof 0BinOof 0
. B B3 £ 5 F7 Create Directory B . F10 Quit
I & s 3 =m g



Receiving files from DPOR

You can retrieve files from the DPOR SFTP site by dragging them from the
"download" folder to your computer. These instructions assume you have already
connected to the DPOR SFTP site and you are currently at your / <root> directory.
14.Double-click on the "download" folder.

15.Drag the file you want to copy from the "download" folder to your computer.

16.You may see a copy progress dialog if the file is large.

Getting Help
If you need help with the SFTP process, please contact the Board to which you
provide services. The Board will route your request to the appropriate DPOR

technical resource.
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